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Introduction

The Team

We are Mel Gerats & Joren Six. We are in our last year Bachelor of Computer Science at Hogeschool
Gent. We both chose the programming option. We heestinuedthe workthat our colleagues

Brecht Desmijter & Bastiaan Lambrey, started here. Et®y studied at Hogeschool GeBtecht

was still in Sweden during our project and assisted us during rojeq.

Students

Name: Melchior Gerats

Address: Kortrijksesteenweg 37, 9000 Gent, Belgium
Email: mel.gerats@pandora.be

Name: Joren Six

Address: Bollestraat 68, 8820 Thout, Belgium

Email: joren.ovning@0110.be

Mentor

Title: Associate Professor, Business Information Systems
Name: Torben Svane

Email: torben.svane@ide.hh.se
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The Place

Halmstad, Sweden. We had tbpportunity to study abroad, discover ather country and other
cultures so we did. We reallydiget in touch with a great number of different cultures: in our
corridor alone there are people from Poland, Nigeria, USA, the Netherlands, LithuaniaAfozeh
Austria, Finland and Spain.

We couldhave gondo almostany western European country, bwe chose Sweden for its great IT
infrastructure, appealing way of live and beautiful languagke .and the blondes had something to
do with it also.

We do ou internshipat Hogskolan i Halmstad or Halmstad University. This is how they present
themselves on their websitdttp://hh.se:

Halmstad University is a university which crosses boundarifes innovation

and creativity! Theuniversity offers a wide choice of study programmes to
approximately 7,000 students. Most of the study programmes leads to either a
Bachelor's or Master's degree. The university has widleloped research
environments, most with a unique national or intaational profile.
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Company

U-Quest is an international company that mainly works virtually, so they have
smalloffices all over the world and no real heatfice. The director of the
company is also our mentokr. TorbenSrane,he also works as a profess

at Halmstad UniversityThe mairworking placeof U-Questis located in
Halmstad.The other cities LQuest is represented iare Birmingham (U.K.),
Mobile (AL, U.S.A.), Brisbane (Australia), Auckland @h&)aichung
(Taiwan).U-Quest is speciaedin web based survey systems and have a lot
of experience in that field. They are used to working on the Microsoft
Windows platform using ASP 3.0 and want to know the advantages of
ASP.NET more specified: ASP.NET 2.0 using VB.NET 2.0.
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Assignment

Our taskwasto develop a war game supporting systeWiar gamesre large scale disaster
simulations

Take br exampleaterrorist attackon a nuclear power planf certain scenario is planned: Terrorists
take hostage a couple of employees and threaten to blowhgpplant. That situation has to lealt

with by every stakeholder: police, SWAT teams, the media make fake news bulletins, the employees
of the plant, the management of the plaxit

During this simulation the stakeholders fill @urveys to give feedbacWith the datafrom these
surveyghe management can see how well (or baderythinggoes. Thossurveysare held on the
secure website we developeiihis data isised to generate reports.

The assignment consists mainly of two parts:

1. Optimize and refaor the existing ASP.NET 1.1 application: We upgraded the application to
the ASP.NET 2flatform with an access database system.

2. Add new functionalityreport generationfrom the survey dat4o different file types (doc, rtf,
201 051 B dip

Joren Six & Melchior Gerats 9



Ovning.nu

Ovning.nu

Ovning.nu is a web based war game support system. The website allgarsizationgo set up and
manage surveys and documentation to get a better overview ofnthegames

The website is fully internationalized. When a user visits for the first tireddcal browser language
is used, isupported If the language is not supported English is used as the default. Once logged in
user can select his preferred language in case he wants to change it.

Throughout the website we made as much as possildeofisntuitive icons instead to help the user
find his way.

The website consists of three separate parts. The administrative part for the Supeotsebéite
administraton, the part for the War Game Orgazair and a part for the normal user.

Website administrator

The website administrator can view a list of all registered users, view and delete hacklog events and
manage the helpnessages for each page of the website.

| FQ235/iNGa NIOE (8R4 KSy 82Y SKYAK! LIFya K- (/RS fé 3K2diRy0K: L0Jyd KSy a user

tries to log in with a wrong username passwordwhen a user is temporarily banned because he
tried to log on 5 consecutive times with the wrong password or when a user requests his login data
through password recovery.

Additionally, the website dministrator can create and update help messages for each pagéele
messagegprovide additional help information about pages and can be viewed from each page.

Thehelp messagenanagement interface provides the ability to fully customize the helpiffarént
languages.

War game organizer
The part for the war game organizer is by far the biggest part of the website.

There are three mayor parttlser managemenQuestion managemerand War game
management.

Under user management the war game organizar add users to the organisation. A username and
e-mail address can be entered and a rank can be specified-mailecontaining the username, a
generated easy to remember but hard to guess password anddf&@role will be sent to the e

mail address taotify the user.

Under guestion management the war game organizer can create questions. Each organization has its
own pool of questions to use in surveys. Questions can be used in different surveys so the same
guestions do not have to be created every ém

A question consist of a title, a category, question text, an optional description and optional
comments and, in the case of multiple choice or multiple select questions a list of answers. The
number of answers to choose from is fully customizable.

Oncecreated, questions can be changed and updated, or deleted. If a question is already part of a
survey, a warning will be given. If the question is deleted anyway it will also be removed from the
existing surveys.
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Under war game management war games canreated. Once created, a war game gets its own
node in the menu so it is easily selectable and clearly visible. Then you can: manage surveys,
participants, documents and reports.

To create a survey you have to give it a name, specify a start date angenaelect a type, and
specify vhich roles will be able to take the survey.

CKS{BLS 220 Oy 6S Gt 2dia2yCae 2NASRAII ti2¢ SREdIf editing is allowed users can edit their
answers after filling out the survey for the first time. If not, they catyaeview their answers
without editing them.

Previously created questions can also be added to the survey here. You can ghesisensfrom

the organizationgjuestion pool and link them to the survey. The questions are only shown by name
but more infamation is available by double clicking on them. A popup with the question, as the user
will see it in the survey, will be shown. Even when the organisation has a large database of questions
it will still be easy to choose the right ones. Adding questiorise survey or removing them is as

simple as clicking a button.

You also can see a previeftloe survey here. All questions that are part of the survey will be shown
in the order the user will see them, allowing you to get a great overview of thegurv

Under participant management you participants can be added and removed to and from the war
game.The process is very similar to adding questions to a survey. Participants are chosen from a list
of all users of the organisation. Like with questiordgiional information can be viewed by double
clicking the names.

You can also manage th&NIOLByl@roles. Within a war game, each participant is assigned a role.
Roles can be for example mentogunter playeyinternal participant or manager. Thelyav what

the role of the participant will be in the war game. It is possible to create different surveys based on
the LENIDLByU@role, so information can be kegeparate The default role is internal participant, as
that is the most likely one.

Unde document management the war game organizer can write or upload documents that give
more information about the war gamé&ach document has a category and a title, and can either we
written in a text area or uploaded if it is already written.

Once createdthey can beviewed (f uploaded), updated and deleted.

Under reports you can view and export the results of the surveys.

Charts provide a visual representation of the answers. For each multiple choice or multiple select
guestion a chart will be generad that shows the number of participants that gave each answer.
Answers on open questions can not really be represented in a chart, as each answer can, and
probably will be different. However, a chart will be shown that shows the percentage of participants
K- (I yzo SNERKS|jd&iRy | yRIKS ydy 6SNK! (IRR/D

It is also possible to view the answers per participant amslvers per question. This allows you to
get a detailed overview of the answers, and also provides an overview of the answers to open
guestons, questions that can not be represented iohert
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Finally, reports can be exported to various file formats
- doc, with charts
- rtf, with charts(in a zip file to keep the file size reasonable)
- xml
- html
- Xls (Microsoft Excel)
- pdf

Normal user
Normal uses basically have to do one thing: fill out surveys.
The user is given a list of surveys that are applicable to him, and he can fill them out. Depending on

the type of the survey and whether or not the user already has answered the survey they will be
represented with a different icon.

A A

hy S (KS e &1 NBRAR @A Y (NIl yae SWEKS [jdsiiRy | yR @O V3 YSH X |-
guestions are answered.

All users
Part of the web site is available for all users.

The first time someone visits the waite he is greeted with the splash page. phédosophybehind
this is that people are more likely to try to get (unauthorized) access to a site if the first thing they
see is a login field.

After logging inall users have access to a profile page whkey can change their-mail, password,
preferred language and printer settings.

Each page has a help page available should users need more information.

Joren Six & Melchior Gerats 12
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Requirements

Use cases

There arelhireemain use cased.wo for the war game organiz€register' andorganize war game'
and one for the participants of a war garfiéil out survey') The use caséh Nl y&e awar game is
divided in several sub use cases.

Register
Primary actor:War game organizer
Pre condition:None.

Post condition:The organisation igegistered, the war game oagiizer has an account, an invoice has
been sent

Main success scenario:
1. The user enters the organisation details
The system validates the data
The user enters the war game organizers details
The user enters agptcha code
The sgtem validates the data
The system creates the war game organizer account

The system creates the organisat database

© N o 0~ W DN

The system send the account details to the war game organizeintgile
9. The system sends an invoice to the war game organizenbgike
Alternative flows:
2a.the system notifies the user that the organisation data is invalid
1. The system shows the user which fields are invalid and clarifies how to fix the errors.
2. The user corrects the input.

3. The process continues at step 2.

5a.the systemnotifies the user that the organisation data is invalid
1. The system shows the user which fields are invalid and clarifies how to fix the errors.
2. The user corrects the input.

3. The process continues at step 5.

Organize war game

Primary actor:.war game orgamier

Stakeholder:war game participant

Joren Six & Melchior Gerats 13
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Pre condition:the user is authenticated and has the rights to create a war game.

Post condition:a war game is organized. It has one or more surveys, the surveys have at least one
guestion and the war game has onermore participants.
Main success scenario:

1. ¢KSdaSNDE (Bl NG Y SoaSSy NI B4 NT Y & daS O &)

2. CKSAANDE (Bl 2o aSS o NS (B adbedee daS 0 &)

3. CKSAANIRRA2YS 2NY 2N\GljdBiiRya (R | addde BSSd RRIjdSiiRya (R adbdRén

4. The user add2yS2NY 2N UNFOLBYTR (R | 61 NS Y SESSA RRLUNEOLBYTR (R 61 NI Y S0
Alternative flows:

2a. multiple surveys can be added by repeating step 2.

Create war game

Primaryactor. War game organizer
Precondition: the user is authenticated and has thights to create a war game.
Post condition:a war game isreated.
Main success scenario
1. Theuserenters the war gam&31 XA Gl NiR- (51 Y SXvinto the system
2. The user gives the command to create the war game.
3. The system creates thear game

4. The sygem notifies the user that the war game was successfully created.

Alternative flows:

*. The system fails, shows the error message and tries to recover its previous state.

3a. the system notifies the user thahe war gamedetails are invalid.
4. The systen shows the user which fields are invalid and clarifies how to fix the errors.
5. The user corrects her or his input.

6. The process continues at step 2.

Create survey

Primary actor war game organizer

Pre condition the user is authenticated and has the rigtuscreate a survey. At least one war game
exists.

Post condition:a survey is created.

Joren Six & Melchior Gerats 14
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Main success scenario:
1. OKSAANGYIENIKS adbefs R R Gt Nl (58RI By Y SX O (KS 2BY
2. The user gives the command to create the survey.
3. The systemreates the survey
4

The system notifies the user that the survey was successfully created.

Alternative flows:
*. The system fails, shows the error message and tries to recover its previous state.
3a. the system notifies the user that the survey details arealid.
1. The system shows the user which fields are invalid and clarifies how to fix the errors.
2. The user corrects the input.

3. The process continues at step 2.

Delete survey

Primary actor war game organizer

Pre condition the user is authenticated arttas the rights to delete surveys. At least one survey
exists.

Post condition:one the survey is deleted.
Main success scenario:
1. The system shows the available surveys.
The user selects the survey to delete.

2
3. The user gives the command to delete the survey
4. The system deletes the survey.

5

The system notifies the user that the survey was successfully deleted.

Alternative flows:
*. The system fails, shows the error message and tries to recover its previous state.
4a. One or more participants have alreadyeakhis survey.
1. The system notifies the user of this and asks for confirmation.
2. The user confirms the deletion.
2a.the user cancels the action.
2b.the system cancels the action and the process restarts.

3. The system deletes the answers.

Joren Six & Melchior Gerats 15
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4. The process contires at step 4.

Add documents to a war game

Primary actor war game organizer

Pre condition the user is authenticated and has the rights to add documents. At least one war game
exists.

Post condition:one or more documents are added.
Main success scenario:
1. ¢KSdANYYTBNIKS Rty SyTIRST A g/ Y SO (ERNX 0k yR (BHID
2. The user gives the command to add the document tovlae game
3. The system creates the document
4

The system notifies the user that the document was successfully created.

Alternative flows:
*. The system fails, shows the error message and tries to recover its previous state.
la.the userselects an existing document to upload.
1. The process continues at step 2.
3a. the document details are invalid
1. The system shows the user which fields anvalid and clarifies how to fix the errors.
2. The user corrects the input.

3. The process continues at step 2.

Joren Six & Melchior Gerats 16



Ovning.nu

Create Question

Primary actor war game organizer
Pre condition the user is authenticated and has the rights to create questions.
Post conditdon: a question is created.
Main success scenario:
1. The user enters the question detaitil€, setting, question, comments( (GRNX (b
The user selects the type of question.
Theuser enters thepossibleanswers.

2
3
4. The user gives the commanddoeate thequestion
5. The system creates thguestion.

6

The system notifies the user that tlggiestionwas successfully created.

Alternative flows:
*. The system fails, shows the error message and tries to recover its previous state.
2a. the d&SNGXSTRch LYy ljd&iiRyE.
1. The process continues step 4.
5a.the question details are invalid.
1. The system shows the user which fields are invalid and clarifies how to fix the errors.
2. The user corrects the input.

3. The process continues at step 2.

Delete Question

Primary ator: war game organizer

Pre condition the user is authenticated and has the rights to add questions to a war game. At least
one guestion exists.

Post condition:one or more questions are deleted.
Main success scenario:

1. The system shows the available gtiens.

2. The user selects the questions to delete.

3. The user gives the command to add the questions.
4. The system deletes the questions.
5

The system notifies the user that the questions were successfully deleted.
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Alternative flows:

*. The system fails, showise error message and tries to recover its previous state.

4a.the questions is already used in a survey.

1.
2.

The system notifies the user of this and asks for confirmation.
The user confirms the action.

2a.the user cancels the action.

2b.the system cancelthe action and the process restarts.

The system removes the questions from the survey.

The process continues at step 4.

Add questions to war game

Primary actor war game organizer

Pre condition the user is authenticated and has the rights to add questimsurvey At least one
surveyexists. At least one question exists.

Post condition:one or more questions are added to a vw@me.

Main success scenario:

1.

2
3.
4
5

The system shows the available questions.

The useselects the questions to add to tiseirvey

The user gives the command to add theestionsto the survey
The systenadds the questions to thsurvey

The system notifies the user that tlggiestions were successfully added to thevey

Alternative flows:

*. The system fails, shows the error mage and tries to recover its previous state.

3a.the questions could not be added to ttseirvey

1.
2.

The system notifies the user of the failure.

The process continues at step 1.

Joren Six & Melchior Gerats
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Add user to organization

Primary actor war game organizer

Pre condition the user is authenticated and has the rights to add users torganization

Post condition:a user is added to therganization

Main success scenario:

1.

2
3.
4

The user enters the neddS\gdetails (name, €/ XX (D
The user selecthe newdaSN@role.
The user tyes the command to create the new user.

The system creates the new user.

Alternative flows:

*

The system fails, shows the error message and tries to recover its previous state.

3a.the new daS\&details are invalid.

1. The system shows the user whichdigare invalid and clarifies how to fix the errors.

2. The user corrects the input.

3. The process continues at step 3.

Add participants to war game

Primary actor war game organizer

Pre condition the user is authenticated and has the rights to add partitip#@o a war game. At least
one war game exists. At least one participant exists.

Post condition:one or more participants are added tonar game

Main success scenario:

1.

2
3.
4.
5

The system shows the availalgarticipants

The user selects the participants tocath the war game.

The user gives the command to add the participants tovtlae game
The system adds the participants to the vgame.

The system notifies the user that the participants were successfully added to the war
game.

Alternative flows:

*

Thesystem fails, shows the error message and tries to recover its previous state.

3a.the participants could not be added to the war game.
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1. The system notifies the user of the failure.

2. The process continues at step 1.

Take Survey
Primary actor war game paitipant

Pre condition the user is authenticated and has the rights to take a survey. The user participates in
at least one wagame, which has at least one survey.

Post condition:The user has taken the survey, the answers are saved.
Main success scenario
1. The system shows the available surveys
The user selecthe survey to take.

2

3. The system shows a question.
4. The user enters an answer.

5

The system notifies the user that the participants were successfully added to the war
game.

Alternative flows:
*. Thesystem fails, shows the error message and tries to recover its previous state.
3a.the participants could not be added to the war game.
1. The system notifies the user of the failure.

2. The process continues at step 1.
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Legacy System

There were a few constraision what we could ahcould nd do. First of all the databasevere

already designed. We were allowed to add fields and add integrity rules but we could not rename or
remove fields from the database®/e did remove a very small number of fields but thobanges

had to be approved explicithyfhis is because there are a number of legacy applications that perform
read operations on the databases. The naming guidelines for the database fields weiigemiso

these had to be followed when adding new fietdghe databaseFor more information on which
changes we made please consult appendix C.

Another requirement was that whad to usenot one but multiple database&ach organization has

its ownAccesglatabase that can be downloaded off the website saSihis also dds an extra layer

of security.We strongly discouraged the use of an Access database on the server side. Even
Microsoft self discourages the use of access for 24/7 applications because Access is not designed for
multi-threaded applicationsoheavy use. You can read more about why using Access is not a good
idea in appendix B.

The system that was developed last year was build for the ASP 1.1 platform. The idea was that we
had to port it to the ASP 2.0 platform and add extra functionalitys $bhunds good in theory but in
practice we almost rewrote everything, mainly because there are a lot of changes involved in the
transition of .NET 1.1 to .NET 2.0. First of all the language used has changed a lot. VB.NET 2.0 has a
lot of features that wee not present in the 1.1 version. These changes include operator overloading,
unsigned types, partial classes, default instances and last but not least generics. The underlying
framework also changed a lot. The .NET framework has a complete new collgotopn, using

generics andt includes many additional and improved ASP.NET web conBelsause we used all

these new features we were able to recreate the project of last year and add the requested
functionality within the proposed timeframe.
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Design

In this chapter we are going to highlight the most interesting parts of the design of our application.
This is not a complete overview of all the techniques used in our applications but the most important
concepts and aspects are covered. Please brohsebdeand the code documentation, included on

the CDROM if you want a more detailed insight.

Database Diagram

We have twaypes ofdatabases in our systerne for thesystem dataand one for each
organization.

System database

The system database ised to store all the data used for system administradiCK, ERR)ser
authorization(USR, STA@hd data about organizatiol®RG, INV, COU)he data of the
organization itself is stored in another databaBer more information please conséippendk B
Every table and field is documented and the relations are explained in that appendix.

RANK SR PWDQ

RLANK_ID 5 FWDQ_ID
RLANK_T_NAME T PUWDQ_T_MAME
SF,_T_PWD

SR_V_PWDQ
SR_T_PWDA

oRG_ID
(ORG_T_NAME .
[oRG_T_LIQNR
ORG_Y_LICYEAR
(ORG_V_LICTYPE
(ORG_T_ADDR1
(ORG_T_ADDR2
oRG_T_zZIP
(ORG_T_CITY oo
oRG_V_CO N
(CRG T_REG 00T
(ORG_T_PABX (coU_T_NAME
ORG_T_CPERS oU T cone
(ORG_T_TITLE
(ORG_T_MAL
(ORG_T_TEL
(ORG_T_MBT
(ORG_T_Fax
(ORG_T_UNIT
(ORG_T_NOTES
ORG_Y TM
ORG_Y LM
ORG_Y_RM
ORG V BM
ORG T €55
ORG T LOGO
o RE T MSG
ORG v STAT
ORG T DIR
ORG T DBEPWD

v T DATE
TNV _T_PRTTIME
Ty _V_sUM
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Organization database

Each organization has its own database with only their data. The data for an organization includes
their war gamegGAM) surveygSUR)questions(QUE)answerqd ANS)war game participanttGUR)
and their roleROLRNd related dataFor more information please conséippendix BEvery table

and field is documented and the relations are explained in that appendix.

STAT

ETAT ID
STAT T NAME
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Class Diagrams

Data Layer

The data layer is one of the most interesting parts of application;it leverages reflection, generics

and attributes extensively to perform its task. It had to be very resource friendly and it had to

perform well under heavy load. One of the maihallenges was that some data had to be stored in

the system database and other data had to be saved in an organization specific database. To handle
this gracefully and consistentlye hadto create our own object to relational mapping (ORM) system
becatse there is not one ORM system that supports access and multiple databases.

PersistentObject

Because all of our data objects had to have the same behavior we used inheritance to bundle the
common behavior in one class. TihersitentObject class is an absict class that is implemented
by all the dataobjects that are stored in the systedatabasee.g. usersFor the objects that are

stored in the database of asrganizationg e.g. a survey or a war gaman extra layer is added. They
inherit form the abstact clas®rgani zationBoundPersistentObject which in return inherits
from PersistentObject . In UML this looks thusly:

MustInherit Class

| [ Fields

=l Properties

' ﬁ Map

| 5 Methods

' 9 Create
g Delete
% Bxists(Of T)
7% New
¥ Read(0f T)
7% ReadAll{0f T)
3% SetDirty
¢ Update

i Organisation Q} i User Q} i OrganisationBou... ﬁ}

Class Class Class
b ParsistentObjact -b PersistentOhjact -t PersistentObjact

1

- . .

i WarGame 3 i Survey E3
Class Class
= OrganisationBoundParsi . = OrganisationBoundParsi...
In PersistentObject the Create () ,Update () andDelete () methods are public and have a

default implementation:

Public  Overridable Sub Update()
Dim queryBuilder As New SimpleQueryBuilder
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Dim command As IDbCommand = _

queryBuilder.GenerateUpdateCommandFor( Me)
DB.SystemDatabase.Execute(command)
End Sub
This default implementation is sutfent for almost all objects and if it is not, the metfsathn be
overridden.PersistentObject has aMapin which the dirty properties are saved, a property is
dirty when it is changed and that change has not been saved in the database. The dirty peopeati
set with theSetDirty(string property) method. TheSimpleQueryBuilder uses the map to

LAY ALA LA AA

build aniIDbCommandd®KECY Y | yRNILBEES/Ta - LUNY SENBRIjdSetilz B (SRISEASISTEX (b
TheSimpleQueryBuilder inspects the map to know which fields hawelte updated.

As previously stated theersistentObject class saves objects in the system database To save
objects in the organization database the cl@sganizationBoundPersistentObject is used.

This class works identidal PersistentObject only the datibase in which the changes are saved
differs.

Database action

This is how genericdatabase action is executed:

Interface : UI Joren : User Joren : PersistentObject : SimpleQueryGenerator : DB

1: Update( _E 2 : Update()

-

31 GenerateUpdateQueryFor

.;::_' __________________________
4 ; command :

15 1 Execute()

______________________________________________

& MumberOfRowsChanged

L
'

Theuserinterface sends a messagapdate- to a domain objecUser , the message is automatically
delegated to its super clasBersistent  Object . PersistentObject asks the

SimpleQueryBuilder to generate an update query and when it receivesoemmand it is executed
by the DB TheDBreturns the number of rows changed, 8 domain objectan check if everything
went as expectedThese are, ext to PersistentObject , the main classes of the data layer:
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() IDisposable

-~ = o~ = P )
DatabaseFieldAttribute & DB (& | SimpleQueryBuilder =&
MNotlnheritable Class Notinheritable Class Class.
=+ Attribute i r

Fields Fields
Fields .
) =] Properties = Methods

S 5 systemDatabase ‘4 GenerateDeleteCommandFor
:§ D.ataT\,'pe = Methads ‘% GenerateInsertCommandFor
5 FieldType & Execute ‘4 GenerateReadAllCommandFor
' IsAutoGenerated .
ey g Exists(OF T) @ GenerateReadCommandFar
2 IsKey & ‘9 GenerateUpdateCommandFaor
i Name @ Fill(of T) | Y,
= - FillList{0f T) ‘

& Methods “% OrganisationDatabase

\ ’, Y y

DB is used as an interface to the database it executes commands and fetches objects. It also knows
all the databases: the system database and the organization databases.

DatabaseFieldAttribute is an attribute that can be used by classes and properties. It is-meta
data for a data objecfThis may sound strange but an example will make everything clear:
<DatabaseFieldAttribute( "USR")> _

Public Class User
Inherits PersistentObject

<DatabaseF ieldAttribute( "USR_T_LOGIN", DbType.String)> _
Public  Property Username() As String
e

End Property

<DatabaseFieldAttribute( "USR_ID" , DbType.Int32, _
DatabaseFieldType.DatabaseGeneratedKey)>
Public  Property  Identifier() As Integer
e
End Property

<DatabaseFieldAttribute( "USR_T_LASTLOG" DbType.DateTime)> _
Public  Property LastLogin() As DateTime
é
End Property
End Class

This is a small part of thgser class, major parts have been omittealimprove readability. This

code demonstrates the use of attributes. Every property that has to be saved in the database has a
DatabaseFieldAttribute . The attribute defines how, the type, and where, the column name, the
objects datais saved. The classdif is also decorated with an attribute to define the table name for
the object. TheimpleQueryBuilder reflects these attributes and generates parameterized
gueries with the gathered data.

This approach has major advantages:

9 Itis easy to add fields tine database and the objects without any effort. The sgstan
grow iteratively without problems.

i The RDBMS can be changed very easily all database dependent code is concentrated in one
classDB) . The rest of the classes are using an abstraction.

1 Itisinvulnerable to SQ@hjection because everything is parameterized automatically.
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1 Thereis no SQL to debug. The developer can focus on creating new functionality instead of
tediously debugging and adapting SQL.

9 Itis type safe: the database returns a festly type safe object. All the casts, fr@ming
to | nteger , from Sring to DateTime X | NELINEINOSRI-di2Y I (O tad K L BRI, Ta SNEN
since the developer is freed from the responsibility to write and check casts.

1 By using querpy-example it is eastp request any information from the database, the
P26 VACRS YA 1308 NESARNKS daSNaMyz HYRRISBAKER: (+ T2y (KSR { ol &850
The same approach can be used when searching for multiple properties.

Dim jan asnew User

j an. Name = fiJano

Dim queryBuilder As New SimpleQueryBuilder

Dim command As IDbCommand

command = queryBuilder.GenerateReadCommandFor(jan)
jan = DB.SystemDatabase.Fill( Of User)(command)
jan.Delete()

There are also some drawbacks:

1 Every time an object is requested a class hasetoeflected. This is not as fast as a direct
SQLguery. This proved to be acceptable almostnegligibleoverhead.

1 Only simple queries,ugries with one table, are buiétutomatically.We did not
implement a way to model relations between tables. Therigs with joins are done
manually.The results of those queries are converted into type safe objects by the data
layer.The number of simple queries is much larger than the queries with multiple tables.
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Question control

Another interesting part of our gpication is how the different questions are represented inithe
own controlsWhen creating a survey a number of questions are to be added to the new sévey.
guestion has a typenultiple-select, multiplechoiceor open question. When a user wants tth dut

a survey these questions have to be preserited familiar form The representation of the question
dependson the typeof the question. Every type has anothmmntrol. This is done using the builder
pattern. The common behavior is defined in aterface: IQuestionControl . Foreach typean
implementation of that interface is created.g. a multipleselect is rendered using a
CheckBoxListControlBuilder . The question type and the contralre linked in

QuestionControlFactory . IQuestionControl has tobe able todo thesethree things:

1. Render an empty controtepresentinga question BuildControlFor(Question)

2. Render a control with the answepsovided by the user:
BuildControlFor(Question,Answers)

3. Getthe answers out of the controGetAnswersFrom( Control)

~,

¢ -
IQuestionControl & QuestionControlFactory E3
Intarface Motinheritable Class
= Methods = Fields
W BuildControlFor(+ I oveto... ¢ builderList
W GetAnswersfom = Methods
- &% BuildBuilderList
Q C[) ﬂv New
- p =% QuestionControl
TextAreaControlBuilder 3 CheckBoxListControlBuilder (¥ \, r,
Class Class
hs o b -~ d ~y
Q Q Question 3
. P Class
DropDownListControlBuilder [z TextBoxControlBuilder (¥ -+ OrganisationBoundPersistentObjsct
Class Class id
k- w -, - Fields
roperties
) C[j = P rti
RadioButtonListControlBuilder [ 2 Answers
Class 7 25 Control
vestionT ¥ =
. y Qd o ﬁ QuestionText
b OrganisationBoundPersistentObiect = Type
" Methods

By using this approach it is easy to change the controls rendered or even add new question types and

controls. Because the user interface knows nothinguftioese controls thegan be changed
without any changes in the user interface. The ifdee just renders a controQuestion.Control

without knowing its type or any other details.
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Template System

In this chapter we are going to explain which technologies and practices we used to make sure that
the layout is completely adaptable. It coulden be possible to create a layout that runs on smart
phones by changing only a couple of fid% made our pages as accessible as possible and followed
the W3C standards in the html we wrote. The hin8P.NEgenerates is sometimes of questionable
quality, but there is nothing that can be done about that.

Master Pages

Master pages, a new feature

of ASP.NET 2.0, enable you t Ovning. Nu
apply the same page layout tq
multiple content pages in a
Web applicationMaster
pages providgou with an
easy method of creatima
consistent look and feel for a
web site. Because the pages
in most web applications
have standard elements, such by g e
as logos, navigation menus —
and copyright noticesyou can place all those elements within a single Master Page. If you base the
content pages in your application on this master page, then all of the content pages will

automatically include the same standard elements. In our application we used three master pages:
one with the menu, header and footer; a master page for popups and a masterfpathe splash

page. In the image above you can see the concept. The menu, header and footer are provided by the
master page, the contents by the content page.

Themes

ASP.NET 2.0 includes support for themes. The idea is that all the images, C&# files, sind all

the other files that define a theme end up in a special directory with the name of that theme. If you
create a number of those themes the user can switch to her favorite one. We have included two
themes. Only one of them is complete, thther one is an incomplete proof of concept.

The concept of themes has a number of advantages, even when only one is created. It is a good thing
to define the look and feel of a website in a central place. This look and feel can be replaced or new
themescan be added. It is possible to convert our application to a web application for smart phones
only by adding a new theme directory.

A themealsodefines how ASP.NET controls are rendered. This is done using skin files. With those
skin files it is possibl® circumvent the annoying fact thétiternet Explorer does not support CSS
attribute selectors. The following code is the complete skin file for our application it assigns a CSS
class to a number of controls:

<asp: Button runat ="server" CssClass ="button" />

<asp: RadioButtonList runat ="server" CssClass ="flatlabel" />

<asp: CheckBoxList  runat ="server" CssClass ="flatlabel checkboxlist" />
<asp: TextBox runat ="server" CssClass ="textbox"/>

Joren Six & Melchior Gerats 29



Ovning.nu

<asp: Wizard runat ="server">

<CancelButtonStyle CssClass ="button" />
<FinishCompleteButtonStyle CssClass ="button" />
<NavigationButtonStyle CssClass ="button" />

</ asp: Wizard >

CSSand standards

Using CSS results in reusable html seplaratesstylefrom content. The entirelayout in our web
application is done usingSS. These are the most important advantages of CSS:

1. Itis easier to make sitavide changesOne only has to change on€SS file rather than all
pages

2. Smaller filesesult in afaster download andthe CSS file is cached by the client
3. ltis easier to codéhtml, there isless code on the page
4. It allows users to customize to their own needs if they provide their own CSérfilsestyle

switchers

5. Separating style from content makes life very easy for visitors who prefer to view only the
content of a web pge, or to modify the content. These could be blindiigually impaired
people who might use a seen reader to interpret a page

6. More accessible to wider variety of mediums. Build one page, but write separate CSS files to
suit particular mediums like hardkeld devices, web TV, printers etc.

The CSS fildsllow the standards except for a few hacks for internet explorer. Since the CSS support
in Internet Explorer is flaky, at best, we have included a couple of Internet Explorer only style rules.
All our payes are valid XHTML 1.0 Transitional, or have minor errors due to the nature of ASP.NET,
we can not control the HTML it generates. The master page is standards compliant, only the content
pages can have some incorregenerated XHTML.
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Internationaliza tion

One of the requirements for our project was that it had to be available in at least three languages
Swedish, English and Dutch. It was also required that adding new languages had to be easy. To
provide this functionality we used the buitht ASP.NEZ.0 internationalization framework. Using this
framework makesupporting multiple languages|lot easier. Not only the language of the user is

taken in account, the culture is also handled. For example, pdogpie GreatBritain use another

notation systen for their dates and times than someone from thaited Statesbut they both use

the same language: English. These subtle differences are handled automatically by the framework if
the correct language and culture is set.

If a user visits our web appdition for the first time the language of theebsiteis automatically set
to the language of thel@\abrowser. If the language is not supported the users sees the English
version.

We used the ASP.NET 2.0 model to internationalize the website. This osgke8esourcefiles
(.RESXRESX files are XML files tltaintain all the tex$ for each language. By naming the files in a
specified way, they are automatically used for the right language. The files are named by taking the
name of the page it is fopfi2¢g SRo@ (KSfl yTr3S @RS Rf26 SR68 dresxdtKS RS diifl y kIS
YFRK N 2dkD 5T Sy @ySSRI- Iy T3S @RIMKS (KNGS Nesdb TS BNKS L3S 5 S diiibal B

are called Default.aspx.resx, Default.aspx.nl.resx and Default.aspx.sv.resx.

To support more languages all that has to be done is create more resource files with the right
language code.
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Role-based authentication

Because classified data is stored in the databases of our website and that data is shown on the pages,
security is an irportant issue. To prevent unauthorized users from accessing this confidential data

we used the builin role based security model. There are three roles in our application:

1. Su: super user, the website administrator

2. Admin: the administrator for an organittan, can add users to his organization, organize war
3Y SSOSs NLANEX

3. Participant: a war game participant, can only log in and fill out surveys.

Every role has its own pages it can access. These restrictions are handled by securing directories
usingweb.config files. The following code excludes everyone from accessing all files in a directory

AN A s

SN AKS daNp AK (KS 6! & NeISY

<?xml version ="1.0" encoding ="utf -8" ?>
<configuration
xmlns =" http://schemas.microsoft.com/.NetConfiguration/v2.0 ">
<system .web >
<! -- Allows only users in the "SU" role - >

<authorization >
<allow roles ="SU'/>
<deny users ="*"/>
</ authorization >
</ system.web >
</ configuration >

To prevent dictionary attacks on the login system wi

have provided a security mechanighat discourages

these hacking attempts. We have implemented a Username:

hackl dat locki hani Wh [freddy * You have been
acklog and a temporary locking mechanism. en temporarily banned for 1 more minutes

user tries to login and provides a faulty password fiv¢ and 45 seconds.

times the user is banned for five minutes. This event F;iSSWOfdi .

logged in the hack log togeth with the users IP !

address. When an alleged hacker tries to login with & il |

user name that does not exist this is also logged. When a banned user tries to log in this is logged as

wel. Also when a visitor uses the password recovery feature the systemeamregishis action. In

other words the system administrator knows what the users are doing and when and if something

goes wrong the IP address of the user is logged.

Log in

.

Another security feature is the sliding session. When a user logs in his session steaits doe
whatever he is allowed to do. If he forgets to logout another malicious eméiduse his computer

and change his data. To prevent this from happening the user is logged out autom atfieal by

certain time of being inactiveEvery time he requés a page his session is extended for five minutes.
Of course it is still advisable to log out manually on a public computer.
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Menu and sitemap
ASP.NET 2.0 includes a number of

services that store state in databases ar ASP.NET Applications

other storage media. For the majoriof
app“catIOHS, the bu”_tn Storage OptIOnS Membership Site Maps Profile Other Services

are sufficient. However, the need
sometimes arises to store state in other
media such as PostgreSQL databases, e N pere—
DB2 databases, or even XML files.

In ASP.NET 2.0 the provider design Wm——— i Other
pattern is used throughduto offer this '

Ovning.nu

SqiNrmbrrihipPravider Onher Fravidens

| Data Stores
Bt S -

flexibility. It is used for membership,
profiles, sitemaps and many other services. The idea is that you have a common interface and a
couple of implementations perforing a specific task. For example you can save the membership

data in ative directory using the\ctiveDirectoryMembershipProvider 2NY a 0 TaE{v |
Server using th&glMembershipProvider . If you want to store
i 5 the.,' membership data in a PostgreSQL databgge you will have to
| Mustinherit Class write aPostgreSglMembershipProvider , this'is an
v implementation of theBaseMembershipProvider . Because
? _____________________ ) existing ASP.NET components communicate with the provider
| SiteMapProvider (¥ interface you can use your own provider implementation, with
i Mustinherit Class . . .
| ProviderBase custom functionality, and still be able to use the ASP.NET
L ] components.
StaticsiteMapProvider f?-“; The ASP.NETt&nap service is used to populate menus and the
iﬁ;ﬁﬁ;ﬁ: breadcrumbs on top of the pag#/e used the provider design
2 ] pattern in combination with the sitemap. We wrot@a
T OvningSiteMapProvider to be able to generate dynamic
) menus.
XmlsiteMapProvider ¥ ) ] ) L
Class The SiteMapProvider used in Ovginu fetches all nodes out of
L i an XMHfile and then adds nodes per war game. These war games

i

b

= Methods

= ™)
OvningSiteMapProvider (&
Class

= XmilSiteMapProvider

‘i FindSiteMapMode
‘g GetChildModes
‘i GetParentMNode
3% GetRootNodeCore
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are read out of the database. All the functionality of
XmlSiteMapProvider was needed so we sub classed it and,
overrode the methods and added nodes when needec XNIL
file has a structure like this one:
<siteMap>
<siteMapNode title="Home" url="home.aspx">
<siteMapNode title="Om" url="om.aspx">
</siteMapNode>

</siteMapNode>
</siteMap>
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Methodology

Test Driven Development

We used test driven developmefur all the domain classes. When we had to

implement a new class we implemented empty mettaot property stubs wrote

a unit testfor the new classOnly after that wewrote the implementation. When w

the unit test passes the class is finish&tual Stugh 2005asa built-in unit test

framework so the tests can be run from within the IDEe unit tess made refactoring anuch
easier task. If all the unit tests pass after a sertSlisORNAE2dA Y26 2dRYWoNT | something
If you did change thexternal interface yowould know, by checking the unit tests, where changes
have to be madén the unit tests and ithe production code the website All the tests are included
in astand alone class library and another namesp&asing.Domain.Test. Thetests are
written in VisualC#2.0.

Example of a unit test

What follows is an example of a class that tests the Organisation domain class. The real class
includes a number of other tests. Each method in the class tests a method in the organisation class.
After the operation is done the results are checked and everything is cleaned up. E.g. deleting the
newly created organisation.

[ TestClass ()]
public class OrganisationTest

{
[ TestMethod ()]
public  void CreateAndReadOrganisationT est()
{
Organisation target = RandomOrganisation;
target.Create();
Organisation actual = Organisation  .Read(target.LicenceNumber);
Assert .AreEqual(target.Name, actual.Name);
target.Delete() ;
b
é
private Organisation RandomOrganisation
{
get
{
Organisation target = new Organisation  ();
target.Name = Guid .NewGuid().ToString();
ta rget.Addressl = Guid .NewGuid().ToString();
target.License = License .Bronzelicence;
return  target;
}
}
é
}
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We have created more than fifty different tests to assure the quality of the code. Thstsedre all
atomic, they are organized according to their function. In the following class diagram you can see the
rest of the methods iOrganisationTest and some other test classes.

" OrganisationTest @) [ ParticipantTest @) (DoommentTest (@)
Class Class Class
s —
= Properties = Properties
Eﬂ_a, RandomQrganisation ﬁ RandomParticipant . "y
WarGameTest [¥
= Methods = Methods Class
‘i CanCreateMoreUsersTest &" AreEqual . v
‘¢ CreateAndReadOrganisationTest ¢ CreateAndReadParticipantTest
‘i DeleteOrganisationTest ‘i DeleteWarGameTest p ~
g ReadAllOrganisationsTest ‘i MyTestInitialize SurveyTest (¥
¢ UpdateOrganisationTest ‘¢ UpdateParticipantTest g

s

Load tests

Because a lot of users can use our application at theestimme and we did not know how our
application reacted to such a situation we had to do load te$tse builtin testing framework also
includes load testing facilitie$t can be used to execute a number of unit testaultaneously, to
simulate a multuser environment

A lot of properties can be set: duration of the test, number of concurrent users, the test mix ( e.g.
daiz (BAmzg: B I yRE: b OX CKARICRAI @ fdkofS VaaKiN (KSLIENG! Y 2FKS
application and helped us fix numerous hinthreading bugs.

Since Executing unit tests is not what the ars#r is going to do this gives an unrealistic view on the
performance. To have a realistic view on the performance, however, it is possible to create a web
test. A web test can be recordechile surfing the application. In our application the most important
and performance sensitivigart is filling out a surveyMany users will bdoingthis at the same time.
We recorded a regular session for a user: log in, fill out a survey and logad.réorded, this web
test can be used in a load test so you can see how well your application performs in a real live
situation.

These are the results of the load test described in the previous paragraph. It has a constant load
pattern of 50 users, all irsy internet explorer 6 and a LAN connection to access the web site. During
the load test there were more than 6000 requests in five minutes. The system is capable of handling
at least 20 requests per second. In the graph you can see the amount of masszhand the

number of requests per second. Other stats that can be shown include processor usage, load on the
network interface, time to first and last byte, etc.
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100 Requests/Sec
a0 Time | Value |
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00:00 00:25 00:50 0L:15  01:40  02:05 0230 0255  03:20 0345 0410 04:35  05:00 || 0205 1
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Counter Instance Category | Computer Calor Range Min Max Awvg Last
Reguests/Sec _Total LoadTe... LAPTOP-,,, =——8— 1000 0 143 20 1
Available MBytes - Memory LAFTOP-,,, —=— 100 44 72 55 52

Code Analysis
After every build our code sutomaticallyanalyzed by builtin verson of FxCop

O0FxCop is a code analysis tool that checks .NET managed code assemblies for
conformance to the Microsoft .NET Framework Design Guidelines. It uses
reflection, MSIL parsing, and calaph analysis to inspect assemblies for more
than 200 defets in the following areaslibrary design localization naming
conventions performance code maintainability, reliabilityand security®

When FxCop detects an error it shows a warning message in-the list. These warningare very
specific and det&ed. E.g. this is a warning that you should uStriagBuilder instead of a string
concatenation:

CA1818 : Microsoft.Performance : Change
QuestionRepresentation.Concat():Void to use StringBuilder instead of
String.Concat or +=

This is the code thdtiggers the 82 y2(i@y0 B/ BaMFaNVaERS22La0warning:

Public  Sub Concat()
Dim out As String =
For i As Integer =0 To 1000
out +=  "this is bad code
Next
End Sub
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The FxCop Warningse very well documented and that makes fixing them easy. Every FxCop
warning has a specific cause:

G\ method iteratively builds a string inside an iteration statement, such dsraor while loop,
using the System.String.Concat method or using the addifj+ or &) or addiion assignment (+=)

1 DAGAD D
A rule description, a description why you should avoid the code that invokes the warning:

@\ System.String object is immutable. When two strings are concatenated, éStemg object is
created. Iterative string concatenation creates multiple strings that are waferenced and must be
garbage collected. For better performance, use the System.Text.StringBuilder class.
StringBuilder maintains a mutable character buffer, which allows string concatenationcaather
changes to occur without the overhead of object creation and garbage collection. The initial
capacity of theStringBuilder is an important performance consideration. When the capacity is no
longer sufficient to hold the string, the original buffes discarded and another buffer is created

with twic AGAAPANEYT ABAT GO Ald

FxCop gives also a hint on how to fix the violation:

(o fix a violation of this rule, use an instance of tBingBuilder class to build the string inside
the iteration statement. After the string is built, use the System.Text.StringBuilder.ToString method
to access the string.

And optionally it says when the warning can be ignored:

&Exclude a warning from this rule if the temporary strings are used inside the itenatstatement.
In this case, StringBuilder does not offer a performance gain because its ToString method also
creates a new String object on each iteratian.

This is a trivial example but tmaain part of the warnings are less obvigpobscure everBy usng

FxCop you can learn a lot on how to create staft¢the-art .NET librarieandhow to avoid the main
pitfalls of the .NET framewoind languages
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External libraries

There are a number of libraries integrated in our application. In this chapter wgoamg to give an
overview of those libraries and inform you about which tasks fluéil.

ZedGraph

ZedGraph is a set of classes, written in C#, for creating 2D line and bar graphs. The classes provide a
high degree of flexibility, almost every aspectité graph can be modified. At the same time, usage

of the classes is kept simple by providing default values for all of the graph attributes. We use it in

our application to draw bar and pie charts. ZedGraph is open source and licensed under the Lesser
GNU Public License, LGPL.

NFOP

NFOP is a Formatting Objects Processor (FOP) fgfQX8iat runs on the .NET Framework. Itis a

port from the Apache XML Project's FOP Java source to .NET's Visual J#. This makes it great for pure
.NET reporting modules. WealsIFORN our application to generate PDF files of an-RSL

representation of a survey. The XS0 file is build by transforming an XML representation of a

survey using XSLT. NFOP is open source and licensechnrBi8Bicense

GDI+
GDI+ is an imagindptary build by Microsoft.

da FORI2T2 VR &D5 b AKS LANRY 2F(KS?2 AVRega- t 2L NIy RABY
or Windows Server 2003 operating system that provides tdimensional
vector graphics, imaging, and typography. GDI+ improves on Windows
Graphics Device tarface (GDI) (the graphics device interface included with
earlier versions of Windows) by adding new features and by optimizing
SRy (doacd

We use this libraryo convert bitmap imagemto enhanced metafile images, EMF imagEse .NET
frameworkis not capable of doing this conversion so we hadde this COM library fdhis task. We
needed thigype ofconversion because the RTF file format only supports EMF images.

SharpZipLib
SharpZipLib is a free, opsource compression library for the .NEFBmework. Data can be handled
using the following formats:

Zip: A format that archives multiple files into one and compresses the results
that uses the deflate algorithm.

Gzip: A format often used in Unix/Linux. Does not archive multiple files, so it is
frequently used with Tar (see below). Also uses the deflate algorithm.

¢ NGCH LS NBOZSEY! NBOZRA - 8S02FHSA I YR RNEDRNSA VR 2yS HSSodaReSA
not compress them. Often used with Gzip to compress.
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Bzip2: Uses the same file format as Gzip,ebdifferent compression algorithm
called BWT. Compresses better than Gzip, but is much slower.

The library and its source code are distributed under the GNU General Public License. We use itin
our application to compress reports before sending them. Eisily the RTF report with images can
be compressed a lot.

JavaScript Libraries

To enhance the user experience we have included a number of JavaScript libraries in our application.
These libraries are not used for core functionality. If a user has Jgua@isabled in his browser it is

still possible to use our website.

Prototype

Prototype is a JavaScript framework that aims to ease development of dynamic web applications.
Featuring a unique, eaggp-use toolkit for classlriven development and the niceéjax library

around, Prototype is quickly becoming tbede basef choice for web application developers
everywhere.This library is needed to support two other libraries: Effects and Window. We do not use
it directly in our application.

Effects

Web appications don't have to stay behind the current graphical trends in wltladesktop
applications. And they don't have to resort to fancy plng that break usability and accessibility.
Browsers and standards have reached a stage where advanced amisatafinally possible to do
with JavaScript. This is what the Effects JavaScript library tries to do. It is needed for the window
library but we also use it directly. E.g. on the surgeyld questions preview.

Window

We use this library to show peagps. We show the help for a page in a pgpand use it also to
present the user with more information about a user. In the image below a popup with help is
shown:
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OVH fﬂg. Nu Logout = About  Contact
¥ Home ‘;,f, Welcome joren. | 8
E|--:Hc|me Home

5..E|_0gir'l Help ® C

Help

Use the menu on the left to navigate trough this
website.

If you are not registered you have to register before
you kan log in.

Otherwise you can go to the login page by clicking
the login button.

If you are not sure about something you can always
request help by clicking the support icon in the right
upper corner.

Swvenska | English | Nederlands
Text size: A A &

StyleSwitcher

To increase the text size dynamically we included this library. Dependirtgggrdferences of the
user it chooses one of three CSS files. Each one with another text size. It stores this preference in a
cookie. In the image above you can see the links to the different text sizes.
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Conclusion

Sweden is g@reat country. The weatheran be very nice, and the schools are technologically highly
advanced.

We learned a great deal about the .NET 2.0 framework. We used the new gdeatioggto great
effect in the database layer of our website. We also learned a lot about Object Dasaleasn
(K2dZK ¢ SRRY@daS X10Se2yR(KS LRRIR(BLA/F AT 5B SK-R(R 62N AK (KSgoodold Access
database, but we managed to make it an interesting and educative experience by designing and
N LBy Sytiyal Neddail yRS & (2 dasSTY So 2NIK- 1IRRSyWrequire the use of SQL statements.

Extensive use of test driven development turned out to be a very valuable decision and saved us lots
of unnecessargebugging and frustrations, because errors wirend early and automatically. Load
testing also provedaluable. We found several errors that only occurred with multiple users
simultaneouslyaccessing the website. Without load testing it would have been almost impossible to
find them.

Our knowledge about various file formal8BQCRTEPDF greatly increasd by creating them
programmatically We were amazed by the power of XSLT for transforming XML to different formats.

We also got a look into the new Micros@fficeOpen XML file formatt will greatlyimprovethe
ability to generate and manipulate Micsoft file formats.
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Appendices
Appendix A: The Case Against Access

Why are we writing this?

First of all because we want to make sure everyone who reads this is fully aware of the dangers
involved in using Access as a database for web applicaiidasko want to make a strong

&l By §/UK- (R I oF ESS Nk Ry >30 /A RISBR (- 231 yRNYR2Y SNMHYRINKS BG21 R

are very likely to occur and we can do absolutely nothing to prevent\inat follows is an attempt
to explain why we can not prewnt any of those disastrous things to happen.

Drivers, drivers, drivers

There are two options to connect to an Access database to a website. ODBC and Microsoft Jet. What
follows is an overview of why both of these approaches are not suitable for a weioatjipl
environment.

ODBC

The golden oldie ODBC. In the .NET Framework this binding is represented by the
System.Data.Odbc  namespace. The connection string, in that case, looks somewhat like this [1]:

Driver={Microsoft Access Driver(*.mdb)};
Dbg=C:\ access db.mdb;

All right that looks goodSi@give it a go. We wrote Unit tests and performed a load test. The unit
tests do basic read/write operations: creating a record, deleting a record and querying for multiple
records:

[TestMethod)]

public void ExecuteTest()

{
OdbcCommandommand;
int rowCount;

command =new OdbcDbCommar({d

"Insert INTO COU(COU_T_NAME,COU_T_CODE)
VALUES('te','te")"
);
rowCount =DB.Execute(command);
AssertlsTrue(rowCount == 1);

command =new OdbcDbComman(d
"DELETE FROM COU where COU_T_CODE= 'te™

);

rowCount =DB.Execute(command);
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[Siasee how well thiperforms under a constant load of 25 users for three minutes. It quickly
became clear that the ODBC driver is a source of descriptive error me$igages
[Microsoft][ODBC Microsoft Access Driver] Unspecified Error . There was
also a logical ongMicrosoft] [ODBC Microsoft Access Driver] Too many

client tasks

After a quickook at Googlét appeared that there can be 10 concurrent connections at a certain
time. This can be solved by connection pooling. But alas the ODBC driver does not support this.
Anothera2fdidey ALEINY Y A3 @yySaRy L22f s2dmEDa2 ¢ SRRIKS (622 Y ye @S/l 3 &
error disappearedthe unspecified error occued at random intervals. We golegl some more and
found this on microsoft.com [2]:

@ KS/NFyAIa ORRTVEIAN Y LS environment, it is recommended that

you use the native Jet OLE DB Provider in place of the Microsoft Access ODBC
driver. The Microsoft Access ODBC driver (Jet ODBC driver) can have stability
issues due to the version of Visual Basic for Applicationg thanvoked

because the version is not thread safe. As a result, when multiple concurrent
users make requests of a Microsoft Access database, unpredictable results

may occur. The native Jet OLE DB Provider includes fixes and enhancements for
stability, performance, and thread pooling (including calling a threaéfe
ZENRY 2F+ Rdizt . | FORNILIOD (Rya®

Microsoft Jet

So we tried the other driver: the Jet OLE DB provider, in the .NET Framework represented by the
System.Data.OleDb  namespace. This a&@r has built in support for muithreading and

connection pooling. That lookgatomising;we swiftly adapted our unit tests and db classes and ran
the load test again: success! We tried to push our luck and unleash 50 users on the database, well
that wasnot a wise thing to do:

OOECSIT At A" 4AGBAAORGACDEGR AZARDGET o 3UGA & AGS 156 A 1/6 AvgARedE T
51 (AEEAA oD B

So back tasooglethen we found this [3] and [4]:
G H#0 0 AACOARRGBAGAS

Microsoft's current recommendation i® not use Jet at all. "No new feature enhancements will be
made to Jet... It is highly recommended that while developing new applications, avoid using these
[deprecated] components. Additionally, while upgrading or modifying existing applications, remove
any dependency on these components” (Source: Microddida\C Road Mapunder "Deprecated

#1 B1TAO@

And in [1] we read:
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@x- 20 O ARrx AQ 1 O & ABA}T r architected) for the highstress performance required by
24x7 scenarios, ACID transactions, or unlimited users, that is, scenarios where there has to be data

E GO OONWEEEA T AOGN AUd

Conclusion

So here we are, using a deprecated technolagysbmething it was not designed for. Even the

vendor self, Microsoft, has absolutely no trust in this technology and this is clearly stated on
numerous places on its website. | hope you can understand we have troubles with our conscience to
programming fo Access. The question that is running trough our head during our sleepless nights is
this one: Is it worth to invest even more time and effort on this obsolete technology and is it wise to
continue using it for a task that it was not designed for? If gai give us an affirmative answer to

this question we will weep and continue our work, albeit slightly less motivated.

Sources

[1] Connectionstrings, http://www.connectionstrings.com/

[2] Y. Hduefroz¢} &yTa XDERTiVEIS AK L £XSeptember 14 2005,
http://support.microsoft.com/kb/299973/

[3] PETEROHNSOBIOMIicrosoft Jet database engine adwéze
http://authors.aspalliance.com/PeterJohnson/JetAdvice.aspx

[4] PRASHHIROLKARData Access Technologies Road Exeptember 2005
http://msdn.microsoft.com/library/default.asp?url=/library/en
us/Dnmdac/html/data_mdacroadmap.asp

Further reading material:
[1] WS- 2yaR daSKSy GZB\EIh[95. t NRING
http://www.adopenstatic.com/fag/whyOLEDB.asp

[2] & 5hd9c¢/ 2yy SRyt 2260/3 9H §F VIR
http://www.ondotnet.com/pub/a/dotnet/2004/02/09/connpool.html

[3] & K228y KS! LORRLBAB5! (- o 3%
http://support.microsoft.com/kb/168549/ENJS/

@BoHow to keep a Jet 4.0 database in top working condition
http://support.microsoft.com/?scid=kb;ems;303528
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Appendix B: Database Schema
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System Database

COU Table

Description
This table stores a list with countries.

Fields

R T

Ecou ID Long

= COU_T_NAN, Varchar(5CNullable The country name

= CouU_T_coc/Varchar(5CNullable county code

Indexes

COU_ID COU_ID True False
COU_T_CODE COU_T_CODE False False

Relationships

ERR Table

Description

This table stores a list of error§he errors that are logged in the Hacklog. E.g. User Data Request,
Wrong Password, Wrong Username, Banned user lagfgy LiX

Fields

N T e ] e

EERR_ID Long

= ERR_T_NAN/|Varchar(50|Nullable The error name

=] ERRT_DESc|LongText((|Nullable An error description
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Indexes

ERR_ID ERR_ID True False

Relationships

ERR ERR_ID HCK HCK_V_ERRCODE

HCK Table

Description
This is the hack log. It is a list of hack attempts or other events the administrator should know about.

Fields

EHCK_ID ‘Long

= HCK_T_LOGIN [Varchar(25ENullable The name of the user who created this erro
= HCK_T_PwD |Varchar(25ENullable The faulty password

= HCK_T_IP Varchar(255|Nullable IP address of the client

= HCK_T_ERRTINDateTime |Nullade Date and time for event

= HCK_V_ERRCC/[Short Nullable |0 Type of error

Indexes

ID HCK_ID True False

HLP Table

Description

Each and every page can have a number of help messages, in different languages. Thisssdge m
shown in the popup.

R
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EHLP ID |Long The identifier for the message

E HLP_cotc|Varchar(10) The language identifier for the message
E HLP_MSc|LongText(0) The message itself

El HLP_URL|Varcha(255) The url of the page

Indexes

Some extra indexes are defined to prevent double entries. It is impossible to create a help message
for a page in the same language twice.

Name Columns Unique Clustered
PrimaryKey HLP_ID True False
Url_CODE HLP URL True False
Url_CODE HLP_CODE True False
LANG Table

Description

This is a list of languages

Fields

Name Type Attributes|Defaull|Description

& LANG_ID Long

E LANG_T_NAN/Varchar(50Nullable Nederlands, English or Swedish

E LANG_T_coc/Vachar(50 [Nullable The country code e.g. Be

Indexes

Name Columns Unique Clustered
LANG_CODE LANG_T_CODE False False
LANG_ID LANG_ID True False
LIC Table

Description

This table stores a list of licenses and their restrictions. E.g. the bronasdican create 12 surveys
with 3 war game participants.
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Fields

Name Type Attributes|Default|Description

ELc D Long

ElLic_T TYPE |Long Nullable [0 The license type

E LIC_T_NAME |Varchar(5C|Nullable The name of the license

El LIC_T_ANNU/Long Nullable |0 | yydizt BS &0

El LiIC_T_SURVE[Long Nullable [0 TS PNHMER &

Bl Lic_T_sGAwmiLong Nullable [0 BSB2NY DY S&U

El Lic_T_LGAMi[Long Nullable [0 BSB2NINEBDFY S&U

E LIC_T USRS |Long Nullable |0 Number of users allowed

El LIC_T_SURS |Long Nullable |0 Number of surveys allowed

E LIC_T_GAMS |Long Nullable |0 Number of war games allowed
Indexes

Name Columns Unique Clustered
LIC_ID LIC_ID True False
Relationships

Master Detail

Table Columns Table Columns

LIC LIC_ID ORG ORG_V_LICTYPE
ORG Table

Description

This table stores the data of an organisation.

Fields
Name Type Attributes|Default Description
El orG_ID Lorg

El OrRG_T_NAME Varchar(25E

Nullable
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E} ORG_T_LICNR|Varchar(25&Nullable User license number

E ORG_V_LICYE|Long Nullable |0 License valid until

= ORG_V_LICTY|Long Nullable |0 0 =blue 1 = bronze 2 = silver 3 =¢

El ORG_T_ADDR Varcharg55)Nullable

El ORG_T_ADDR Varchar(25&Nullable

ElORG T zIP |Varchar(255Nullable

El OrRG_T cITY |Varchar(25ENullable

ElorG v co |[Long Nullable |0 ref to COU_ID

El OrRG_T REG |Varchar(50) Nullable Region

= ORG_T_PABX Varchar(255Nullade Telephone number to main
switchboard

El ORG_T_CPER Varchar(255|Nullable Contact person

El ORG_T_TITLE Varchar(255|Nullable Title of contact person

E ORG_T_MAIL [Varchar(25ENullable Email address

ElorG_T TEL |Varchar(25ENullable

E ORGT_MBT |Varchar(25Nullable Mobile telefone

El ORG_T _FAX |Varchar(25ENullable

E ORG_T_UNIT [Varchar(25ENullable department

E ORG_T_NOTE|Varchar(25ENullable Our private memo/notes field

E ORG_V_TM |Long Nullable |0 Default settings for priting
(topmargin)

ElorRG VvV LM |Long Nullable |0 Left margin

ElORG VvV RM |Long Nullable |0 Right margin

E ORG_V _BM |Long Nullable |0 Bottom margin

Bl orRG_T css |Varchar(25ENullable Css file

E ORG_T_LOGO|Varchar(25ENullable |"gfx/logo_UQ.gif|Logo

E ORG T _MS [LongText(0)Nullable System message for this org
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El ORG_V_STAT |Long Nullable |1 System status 1 =Active 2 = revoki

E ORG_T_DIR |Varchar(25ENullable Directory name under /usr (8 chars
A-Z, G9)

= ORG_T_DBPW|Varchar(25Nullable Envryption keyor customer db (8
chars, AZ, G9)

Indexes

LICORG ORG_V_LICTYPE False False

ORG._ID ORG_ID True |Fa|se

Relationships

N
R R e

ORG_T_LICNR INV INV_V_ORG
ORG ORG_T_LICNR USR USR_VORG
RANK Table

Description
This table stores a list of ranks or roles. Administrator, su and participant are the different ranks.

Fields

e e fibiecpemdipeseeon

G RANK_ID Long

El RANK_T_NAW/|Varchar(5C|Nullable

Indexes

RANK_ID RANK_ID True False

Relationships
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RANK RANK_ID SR USR_V_RANK

STAT Table

Description
This table stores a list of statuses. A user can be active , revoked or temporarily banned.

Fields

T R A

G STAT_ID Long

Bl STAT_T_NAM Varchar(5C|Nullable

Indexes

STATD STAT_ID True False

Relationships
A status can be assigned to users and organizations.

STAT STAT_ID ORG ORG_V_STAT

STAT STAT ID USR ‘|USR_V_STAT
-

USR Table

Description

This table stores the data of a user.

Fields

G USR_ID Long

El USR_T_LOGIN|Varchar(255Nullable 8 chars &, 69

Bl USR T _PWD Varchar(SS)“Nullable 8 chars &, 69

E usr_v_PwDQ|Long ‘|Nullable 0 Password question

Joren Six & Melchior Gerats 52


../../../../../../../../../../../Joren%20Six/Bureaublad/Release/Data/Output/SystemDatabase.USR.html
../../../../../../../../../../../Joren%20Six/Bureaublad/Release/Data/Output/SystemDatabase.ORG.html
../../../../../../../../../../../Joren%20Six/Bureaublad/Release/Data/Output/SystemDatabase.USR.html




